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Nineteen months after busi-
nessline’s expose over use of
Chinese components by in-
digenous military drone
manufacturers jeopardising
national security, the Min-
istry of Defence has come
out with a final draft of a
comprehensive framework
which lists out mandatory
compliances to check com-
ponent level vulnerabilities
in unmanned systems being
o�ered to the armed forces.

This is the second time in
less than three months that
the Ministry is seeking feed-
back on the draft framework. 

The final ‘Framework for
testing security vulnerabilit-
ies in drones’ has been pre-
pared in concurrence with
internal and external

stakeholders.
The framework, first as-

sembled in April 2025 by the
Army Design Bureau, was
put in the public domain for
any other improvisation.
Since August 2024, business-
line published a series of re-
ports on companies passing
o� drones with Chinese
components as Indian to the

armed forces.

20 LAB TESTS

The framework demands
more than 20 tests from ac-
credited labs to ensure that
only genuine indigenous
drones are manufactured. 

It is a modified version of
OSWASP 4.0 — the interna-
tional security application

standards for testing evid-
ence of vulnerabilities in
devices.

The upcoming policy will
roll in from the beginning of
the acquisition process —
and continue through the
post-contract management,
with testing to be carried out
by STQC IT Services, ETDC
Bangalore, the Ministry of
Electronics and Information
Technology.

The framework is applic-
able to all forms of drones,
from aerial to maritime, but
for MALE (medium altitude
long endurance) and HALE
(high altitude long endur-
ance) class of unmanned aer-
ial systems (UAS), which are
of higher categories. 

The Ministry, however,
said this framework will be
used to prepare similar
guidelines for manufactur-
ing the MALE and HALE

class of UAS.
The framework has listed

out avenues of potential
compromise across the aer-
ial system, ground data ter-
minal and ground control
station. These include inter-
ception of communication
links, GPS jamming and
spoofing, control hijacking
and data exfiltration and ma-
nipulation, data transfer and
collection and patching and
firmware updates.

The document realises the
present challenges like
design, development, manu-
facturing, and testing of crit-
ical components of the sys-
tem. The industry is far from
becoming self-reliant in crit-
ical components which have
microchips, sensors, and
sub-electronics parts em-
bedded in them.

“The framework emphas-
ises upon delineating critical

drone components based on
criticality and vulnerability
and arriving at a set of tests
to be conducted at compon-
ent level,” said the Defence
Ministry.

It also tasked the Defence
Ministry’s Department of
Defence Production to have
a centralised database of in-
dustry capability to know
about approved companies
which have cleared the test-
ing and validating process.

To reduce the timeline for
induction, the framework
said that industries that have
once cleared requisite valida-
tion, need not undergo valid-
ation again for those specific
models/components, with
the same software/hardware. 

However, re-validation
may be required after any
software/hardware changes/
upgradation, if used in sub-
sequent procurement cases.

Final draft of policy to stamp out Chinese
components in military drones ready
LAST LEG OF CHECKS. ‘Framework for testing security vulnerabilities in drones’ in public domain; awaits feedback
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TARGETING THE BEST. The framework demands more than
20 tests from accredited labs to ensure that only genuine
indigenous drones are manufactured IMRAN NISSAR 

The next frontier of financial
inclusion is not just about
providing basic bank ac-
counts but “ensuring every
citizen, especially those in re-
mote areas, can seamlessly
access comprehensive finan-
cial products such as credit
and insurance,” said the Tel-
angana Chief Secretary K Ra-
makrishna Rao .

Addressing a public policy
conclave on the ‘Impact of ar-
tificial intelligence in finan-
cial inclusion’ here on
Thursday, he said that AI can
be a game-changer to achieve
this at a massive scale.

“By leveraging Telangana’s
robust, real-time citizen data-
bases, AI can eliminate inter-
mediaries, curtail corruption,
and provide intuitive, unin-
terrupted access to govern-
ment services,” he said. 

Rao invited academia, in-
dustry, and regulators to col-
laborate, aiming to make Tel-
angana a national model for

integrating AI into daily
governance.

The Centre for Analytical
Finance at the ISB, in collab-
oration with Mphasis, organ-
ised the conclave.

Dismissing any perceived
divide between academic
rigour and real-world relev-
ance, Madan Pillutla, Dean,
ISB, asserted that exceptional
research must drive tangible
societal impact. Highlighting
the Mphasis-backed “AI for
Impact” initiative, Pillutla
championed e�orts to use AI
to assess the creditworthi-
ness of the unbanked, demon-
strating that academic ex-
pertise can solve pressing
challenges in financial inclu-
sion and healthcare.

Santosh Kulkarni, Vice
President, Delivery- Banking
& Capital Markets, Mphasis
Ltd , said that the conver-
gence of academic rigour,
government policy, and tech-
nology would be key to scal-
ing AI solutions for meaning-
ful societal impact, a
statement said here on
Thursday.

AI to drive next frontier of
financial inclusion: CS
Our Bureau
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At least 13 people aboard a
private bus were burnt to
death and 22 injured in a
blaze triggered following a
collision with a tipper truck
here in Markapuram district
on Thursday, government
o�cials said.

The accident occurred
between 5.30 am and 6 am
near Rayavaram village on
the road leading to Podili
when the bus rammed into
the concrete chips-laden
dumper truck’s fuel tank,
which sparked a massive
inferno.

“There were 41 people in

the bus at the time of the ac-
cident,” Home Minister
Vangalapudi Anitha said. Ac-
cording to her, the bus be-
longed to Harikrishna
Travels and its owner hails
from Kanigiri. She said the
bus possessed licence and
insurance till December
2026.

The bus was heading to
Kaligiri in Nellore district
from Jagtiyal in Telangana. 

LOSING BALANCE

Markapuram in-charge SP V
Harshavardhan Raju said the
preliminary probe pointed
to the bus veering o� into
the wrong lane and hitting
the truck.

Besides the impact and

diesel tank-powered blaze,
he said the bus’ battery also
caught fire, leading to five
deaths in the front and eight
in the rear.

He said the driver’s claim
of the bus’ steering wheel
getting stuck had to be
probed further. Among the
injured, three are reported
to be in a critical condition,
said an o�cial press release. 

President Droupadi
Murmu, Prime Minister
Narendra Modi and Andhra
Pradesh Chief Minister N
Chandrababu Naidu ex-
pressed condolences.

Modi announced an ex-
gratia of ₹2 lakh each to the
next of kin of deceased and
₹50,000 for the injured.

Press Trust of India 
Rayavaram (Andhra Pradesh)

13 killed in bus fire in Markapuram

China’s Ambassador to India
Xu Feihong has said that dif-
ferences between India and
China were being deliber-
ately amplified by some
people who hyped up the so-
called China-threat to profit
from this discord.

The two countries need to
carry forward the ‘Eastern
wisdom’ of peaceful coexist-
ence and mutual learning
and prevent the world from
reverting to the law of the
jungle, the Ambassador
noted.

“China and India are
neighbours that cannot be
moved apart. It should be the
right choice for both sides to

be good neighbourly friends
and partners that help each
other succeed and realise the
dragon-elephant tangle.
However, some people delib-
erately amplify our di�er-
ences, hype up the so-called
China threat and hope to
profit from this discord
between our two countries,”
Feihong said at the 4th

China-India Youth Dialogue.
China’s Ambassador’s

comments could be a dig at
the US and the Quad alliance
that have been trying to “bal-
ance” Beijing’s influence in
the Indo-Pacific region
through various initiatives.

COEXISTENCE

In the face of a complex and
changing landscape, young
people should think inde-
pendently and step out of the
information cocoon, Fei-
hong said.

Cautioning that the world
might be slipping into law-
lessness, Feihong called for
strengthening communica-
tion and coordination
between India and China to
champion the interests of
the Global South. 

Amiti Sen
New Delhi

Xu Feihong, China’s
Ambassador to India  

‘India-China discord blown up by
those who hope to profit from it’ 

LPG tanker Apollo Ocean
with stocks for the Indian Oil
Corporation Ltd (IOCL) and
Hindustan Petroleum cor-
poration Ltd (HPCL)
berthed at New Mangalore
Port on Thursday evening. 

It is scheduled to offload
16,000 tonnes of LPG at the
port. Sources said that a por-
tion of the cargo will be un-
loaded at New Mangalore
Port, and the tanker will pro-
ceed to Kochi port for fur-
ther discharge. Shivalik,
which was expected to dis-
charge LPG cargo at New
Mangalore Port on March 18,
transferred the cargo to
Apollo Ocean at Vadinar Port
in Gujarat. Shivalik brought
46,000 tonnes of cargo after
transiting the Strait of Hor-
muz on March 16. According
to the daily vessel position
chart prepared by the NMPA,
LPG tanker Al Ain with
23,000 tonnes cargo is expec-
ted on March 27. Popi P with
1.41 lakh tonnes of crude oil
is expected to reach New
Mangalore Port on March 27. 

Sunriseway, with 1.21 lakh
tonnes of Mandji crude oil, is
expected to reach the port on
March 29. 

Tankers to offload
LPG, crude at 
Mangaluru port
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