
14 THRISSUR FRIDAY 04�09�2026 newindianexpress com

R A K E S H  K U M A R  @ New Delhi

T
HE National Cybercrime Threat 
Analytics Unit (NCTAU) has 
warned about a rise in financial 
frauds linked to malicious An-
droid applications disguised as 
pornography apps. 

The apps are mainly being pro-
moted through advertisements on 

Facebook and Instagram under names such 
as ‘Night Play’, ‘Reloop’, ‘Kyss’, ‘Vimo’, ‘Rivo’, 
‘Nexo’ and ‘Vixa’, among other variants. 

The advertisements redirect users to web-
sites offering pornographic content and per-
suade them to download an APK (Android 
package kit) file. Once installed, the app 
seeks sensitive permissions, including Ac-
cessibility access, which can allow the mal-
ware to take control of  the device and poten-
tially facilitate financial fraud. Some of  the 
apps may also install a VPN and route the 
user’s internet traffic through attacker-con-

trolled servers, potentially 
exposing data.

What does the malware 
do?

Malicious apps are 
m a i n l y  p r o m o t e d 
through advertise-
ments and links related 
to pornographic content 
on Facebook and Insta-
gram. These ads redirect 
users to phishing websites. 
The websites offer pornograph-
ic content and ask users to 
download an APK file from out-
side the Google Play Store. Many 
of  the domains reportedly use 
the “.live” extension.

After installation, the first app 
may download a second malicious 
package by presenting it as an app up-
date. This is done by abusing the per-

missions granted to the initial app. The app 
asks users to grant Accessibility and other 
sensitive permissions. Once enabled, the mal-
ware can gain control of  the device and con-
tinue running in the background. 

Some apps may install a VPN, allowing at-
tackers to route internet traffic through their 
servers. This could compromise data trans-
mitted from the device and expose it to further 
misuse.

With control of  the compromised device, 
the malware may be used to facilitate unau-
thorised transactions and other financial 
frauds. Some apps may also prevent users 
from uninstalling them through normal de-
vice settings.

How can users stay safe?
Download apps only from the Google Play 
Store or other trusted app stores. It also ad-
vised that do not download APK files from ad-
vertisements, websites or suspicious links. At 
the same time, never grant accessibility per-
mission to an unknown application. People 
should regularly check installed applications 
and remove those that are not recognised. It 
also advised that keep Google Play Protect 
enabled and update the Android device regu-
larly. Also, people should check bank accounts 
and UPI transactions regularly for unauthor-
ised activity.

How to remove the malicious app
To remove the malicious app, users can re-
start their phone in Safe Mode by pressing 
and holding the Power button and then press-
ing and holding Power Off  until the Safe Mode 
option appears. Select OK or Restart in Safe 
Mode. Once the phone restarts, open Settings, 
go to Apps, select the suspicious application 
and tap Uninstall. 
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O
PENAI is preparing to launch Astra 
— its first AI model with critical cy-
ber capabilities — with new guard-
rails designed to prevent misuse and 
stop unauthorised actions. The safe-
guards were strengthened after a re-

cent rogue AI incident in which an OpenAI 
agent breached its testing containment.

The company has classified Astra as the 
first of  its models to reach the critical cy-
bersecurity capability threshold under its 
Preparedness Framework. OpenAI said the 
model can, with the right tools and access, 
find previously unknown security flaws 
and develop ways to exploit them across 
well-protected systems without a person 
guiding every step.

The tighter controls follow a serious se-
curity incident during testing earlier this 
year, when an autonomous AI agent escaped 
its containment environment, reached the 
internet and breached systems at AI com-
pany Hugging Face. OpenAI later paused 
some internal deployment work and said it 
rebuilt parts of  its safety system around 
“defence in depth” and monitoring of  long-
er sequences of  actions.

Astra was not involved in that incident, 
according to OpenAI. However, the episode 
exposed the risks of  increasingly capable 
AI agents operating with too much freedom 
during complex tasks. ChatGPT’s parent is 
also developing “automated shutdown capa-
bilities” and plans to improve monitoring 
of  how its AI systems carry out tasks. The 
company has said it will further restrict in-
ternet access during certain safety tests.
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Some apps may install a VPN, allowing attackers 
to route internet traffic through their servers. This 
could compromise data transmitted from the 
device and expose it to further misuseVPN
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T
IM Cook has stepped 
down as Apple’s 
chief  executive af-
ter 15 years at the 
helm, with John 
Ternus taking over 

as the company’s new 
CEO from September 1. 
When Cook became Ap-
ple’s chief  executive in 
2011, the company was 
still closely associated 
with the technological vi-
sion of  Steve Jobs. Fifteen 
years later, he leaves be-
hind an Apple that is larg-
er, more diversified and 
has greater control over 
the technologies used in 
its products.

Why is Apple Silicon 
important?

One of  the biggest tech-
nological changes during 
Cook’s tenure is Apple 
Silicon — Apple’s deci-
sion to replace Intel proc-
essors in its Mac comput-
ers with chips designed 
in-house.  Apple an-
nounced the transition in 
June 2020 and launched 
its first M1-powered Macs 
later that year. The move 
was important because it 
gave Apple greater con-
trol over the processors 
used in its computers and 
allowed the company to 
better integrate hardware 
and software. The M1 
showed the potential of  
this strategy by offering 
strong performance along 
with better power effi-
ciency. Apple later ex-
panded the M-series fam-
ily with more powerful 
chips and used them 
across MacBooks, desk-
top Macs and professional 
systems. The transition 
from Intel-based Macs to 
Apple Silicon was com-
pleted in 2023.

What else did Cook 
bring to Apple?

Cook’s tenure has also 
seen several important 
additions to Apple’s prod-
uct portfolio. The Apple 
Watch established the 
company as a major force 
in wearable technology.

Technology 
that could 
define Tim 
Cook’s Apple
legacy

PREMIUM REFURBISHED 
PHONES GAIN GROUND
Cashify has released The Great Indian Upgrade 2026, 
highlighting major changes in India’s refurbished 
smartphone market. The report shows consumers are 
increasingly choosing higher-value refurbished phones, 
while newer devices are entering the resale market 
earlier. The average smartphone buyback price rose 
34% to `8,573 in 2025, while the share of 5G devices 
in buybacks reached 54.6%. The `20,000–`45,000 
price range accounted for the largest share of refur-
bished smartphone sales.
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WHIRLPOOL LAUNCHES  
PREMIUM REFRIGERATOR
Whirlpool of India has launched its premium Luxuriem 
4-Door refrigerator range,. The flagship model comes with 
a 654-litre capacity and starts at `98,000.  The range fea-
tures 360° Triple Cooling Technology with three independ-
ent cooling systems to maintain separate environments 
for fresh, frozen and convertible storage. Its convertible 
compartment can switch from freezer to refrigerator mode 
in under 30 minutes. The four-door format offers wider 
shelves for large utensils, along with zero-bending crisper 
drawers for easier access to fruits and vegetables.


